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Gy Motivation, problem area

* In a multi-role social and business environment
— We need to support several “virtual” identities with different needs

* Access and reachability is not trivial in a non-standard environment
— User is still tied to her device, different for networks and services
— Multitude of names / addresses instead of controlled (non-) reachability
— Ubiquity far from reality

» Security, Privacy and Trust
— ldentity is revealed at several levels (starting from MAC address)
— Cannot conceal identity from visited network / service

» Solutions exist (though few for networks), but they are fragmented
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Gy ITU-T Identification of Gaps

/\ /\
User Centric Domain Web Application / Services Domain

* Web Service and Id
service providers
e |[dM Frameworks

» User control of identifiers
and contexts e.g. roles
* Individuals and groups

Subscriber (Liberty, OASIS, Eclipse)
Social Federated Models
organisation Example solutions
Enterprise (i-names, Yads,

XRI, Microsoft

Govt. Agencies
Cardspace

User centricity and
control is at the heart of all
Identity Management

NGN (Operator) Domain

 IdM for Services and Applications
within provider domain

» |dM functions embedded in layers

Service Stratum

Transport (including access,

XxDSL, wireless, cable

Source: ITU-T Fwﬁt
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Gy SWIFT — Key Data

e Duration: January 2008 — June 2010
e Consortium: 9 partners from Industry and Academia (see below)
* Project Co-ordinator: FhG SIT, Technical Leader: NEC

 Focus
— ldentity & privacy across layers  vertical approach
— Develop ldentity as a key enabling technology for convergence
— Combined user / operator control on information exchange
— Optimize user/service/network-centric IdM with network focus
— Develop Identity Oriented Services
— Build on R&D from Daidalos & other FCT projects
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Gy Research approach, Methodology

 Virtual Identities concept adapted from the EU Daidalos
project supports privacy of the user

% / % Internet Access %%%

% » and Electronic

\ % Communication %%%

 Many “faces” for transactions to separate roles or for
privacy reasons

 These “personalities” or “avatars” or Virtual Identities (VIDs)
must be unlinkable even though some attributes may be
shared between them

e The user must control the data revealed
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Gy Technology and Business Drivers

Binding Identity Model Triangle of Transactio

Services .

Foreign Provider

OPERATOR

Home Provider

Access

| Attachment Point .

Device

Identity / VID
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-~ G. Refine D. Draft
k Protocols Arch.
F.1dM API and E. Draft IdM
Principles Framework

E. Draft IdM Framework: the core of
SWIFT

F. Functional definition and API
G. Refine Protocols
» Security Protocols and Primitives

* Network Functions (e.g routing)
 Services

A. Study the Identity Management
progress, network and services
platforms, legal and regulatory
constraints and existing business
models

B. Where can SWIFT make a
difference?

C. Focus on the overall arch, sub
packages and scenarios
* Multiple Digital Identities

« Digital ID as the endpoint of
communication

 |D Symmetry: Users, SPs » Objects
 Legal and regulatory

D. High level architecture, define sub
package interaction
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Major Results so far

 Kick off in January 2008
* First Deliverable Public Web Page in January

 Work well progressed on
— Scenario definition
— Requirements
— Initial architecture

* Very Active Malling Lists

e Deliverables planned for June
— Work Methods
— Internal Report on Dissemmination
— Gap Analysis and Architecture Requirements
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|dentity in the Future Internet

e (Goalis to bring Identity Management to the network
— Enable access and reachability across domains

— Make ldentities of people, services, things, software modules a part
of the future Internet architecture

* The Future Internet could (should?) be ... the

ldentinet

 |dentity as the future end point of communication
— whether user, service, thing, device or software module

e Support access, (non-) reachability, ubiquity

e Privacy can be dealt with vertically thus reducing the
danger of conflicting policies and mechanisms

 Non-walled garden business is enabled
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Conclusion and outlook

SDOs
(ITU-T,LA
IETF)

Business
Models

SWIFT started in Jan 2008

Builds on Daidalos VID
Concept

Focus on Cross-layer and
Network

Leverage IdM as a
convergence technology

Goal: Develop an identity
architecture catalyst to
open new doors to 1dM,
focusing on the network

More information on
http://www.ist-swift.org
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SWIFT Website http://www.ist-swift.org
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